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SUMMARY

Criminal evidence derived from a UAV

Generally, requires a peace officer to obtain a court-issued search warrant to collect
surveillance data using an unmanned aerial vehicle (UAV) if the peace officer otherwise
would need a warrant to physically enter the house or place in person to conduct the
search.

Prohibits surveillance data and any information obtained from that data from being
admitted as evidence in a criminal proceeding if it was gathered under circumstances that
required a warrant and the warrant was not obtained.

Establishes circumstances in which a warrant is not required for the use of a UAV,
including patrolling within 50 miles of an international border, when exigent
circumstances exist, to examine the scene of a vehicle accident, and for patrols before,
during, and after environmental or weather disasters.

Requirements and prohibitions for law enforcement

Establishes procedures that law enforcement must follow in order to utilize a UAV,
including a requirement to document and verify all flight data.

Prohibits law enforcement from using a UAV armed with a lethal weapon.

* This analysis was prepared before the report of the Senate Armed Services, Veterans Affairs and Public
Safety Committee appeared in the Senate Journal. Note that the legislative history may be incomplete.
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Obtaining the data through discovery

= Specifies that UAV flight data and surveillance data are public records, unless they qualify
for a public records exemption under the Public Records Law.

= Allows a person accused of a crime that includes evidence gathered by a UAV to obtain,
via the discovery process, information relating to that person acquired by the UAV.

UAYVS and foreign adversaries

= Beginning 48 months after the bill’s effective date, prohibits public entities from doing
either of the following:

O Acquiring an unmanned aerial vehicle system (UAVS) from any country designated a
“foreign adversary” by the Secretary of State; or

O Operating a UAVS from a foreign adversary that is purchased after that date.

®  Prohibits state funds from being used in connection with a UAVS that is purchased
48 months after the bill’s effective date.

®  Specifies that the above-described prohibitions do not apply if federal law still allows for
the purchase and operation of UAVS from foreign adversaries.

B Requires the Secretary of State to compile and update a list of foreign adversaries, and
other individuals who constitute a threat to the state, at least once every six months.

Aeronautics

" Includes specific references to several locations used for the landing and takeoff of
aircraft within Ohio Aeronautics Law by adding seaplane bases, heliports, vertiports, and
spaceports to that Law.

" |ncorporates the establishment, operation, maintenance, repair, and improvement of
seaplane bases, heliports, vertiports, and spaceports into the meaning of aviation.

" (Clarifies that the Ohio Department of Transportation must issue a certificate of approval
before any seaplane base, heliport, vertiport, or spaceport may be used for commercial
purposes.

DETAILED ANALYSIS

Criminal evidence derived from drones
Background

The Fourth Amendment to the United States Constitution generally prohibits
unreasonable searches and seizures. It also generally requires searches to be based on probable
cause and made pursuant to a court-issued search warrant. However, the U.S. Supreme Court
has recognized several exceptions to the warrant requirement. For example, the Fourth
Amendment does not protect a person’s property that is open to the plain view of law
enforcement. Under this exception, the Court has found that law enforcement traveling in a
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crewed aircraft in the public airways does not need “to obtain a warrant in order to observe what
is visible to the naked eye.”! The Court has not yet addressed a similar case involving unmanned
aerial vehicles (UAVs), otherwise known as drones. Currently, judgments from the lower courts
are split, based on the circumstances of each case, regarding whether a warrantless search with
a drone violated the Fourth Amendment.?

Warrant requirement

The bill generally requires a peace officer to obtain a search warrant to use a UAV to
gather surveillance data (the data gathered by a UAV during its flight, including images, videos,
or other recordings) if the officer would be required to obtain a search warrant to physically enter
the house or place in-person to conduct the search. The requirement applies to both entering
the interior of a house or place with the UAV and to observing the interior of the house or place
with the UAV (given the technical precision of a UAV’s cameras). Unless otherwise exempt,
surveillance data and the information obtained through it is not admissible in criminal
proceedings if it was obtained without a warrant when a warrant was otherwise required.? The
search warrants for law enforcement use of a UAV are the same as those used under current law
for a peace officer physically entering a house or place.

Circumstances that do not require a warrant

The bill allows a law enforcement agency to use a UAV for surveillance without a search
warrant as follows:

1. To patrol within 50 miles of a national border for purposes of policing that border to
prevent or deter the illegal entry of any individual, illegal substance, or contraband;

2. When exigent circumstances exist, including to photograph and record evidence that is at
imminent risk of destruction;

3. Before, during, or immediately after an environmental or weather-related catastrophe to
allow the agency to better preserve public safety, to protect property, to survey
environmental damage in order to determine if a state of emergency should be declared,
or to conduct surveillance for the assessment and evaluation of damage, erosion, flood,
or contamination;

4. To examine the scene of a vehicle accident, monitor traffic congestion, or conduct other
forms of traffic law enforcement that typically does not require a peace officer to obtain
a search warrant in advance of conducting that enforcement;

5. To photograph and record evidence at a crime scene;

! california v. Ciraolo, 476 U.S. 207, 218 (1986).

2 See for example State v. Stevens, 5™ Dist. Coshocton No. 2022CA0017, 2023-Ohio-889 (finding no Fourth
Amendment violation) and Long Lake Twp. v. Maxon, 15 N.W.3d 118 (Mich.2024) (finding a Fourth
Amendment violation).

3R.C. 4561.60(A)and 4561.61.
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6.

7.

8.

To operate in navigable airspace, in a physical nonintrusive manner, to observe what is
otherwise visible to the naked eye;

To collect information from a public area if there is a reasonable suspicion of criminal
activity in that area;

To conduct a threat assessment prior to a large or populous event where law enforcement
anticipates public safety being a risk factor; and

For research, education, training, testing, or development efforts related to UAVs or UAV
systems, their technologies, and their potential applications, undertaken by or in
conjunction with a school, an institution of higher education, or a public or private
collaborator.?

Requirements and prohibitions for law enforcement

Requirements for use of a UAV

Under the bill, a law enforcement agency must do both of the following relative to its use

of a UAV:

1.

Ensure that the agency and any peace officer employed by the agency documents all flight
data for each surveillance flight of UAV taken by or on behalf of the agency (flight data is
the data pertaining to a UAV’s flight, including the flight’s duration, path, and mission
objective); and

Verify that the flight data for each surveillance flight is accurate and complete.

A law enforcement agency must retain all surveillance data or flight data that is relevant to

an ongoing investigation, trial, or litigation until it is determined that it is no longer necessary for that
purpose. The flight data and surveillance data are public records, unless they qualify for a public
records exemption under the Public Records Law.’

UAV prohibitions

Under the bill, a law enforcement agency may not use, authorize the use of, or issue a

permit for the use of a UAV armed with any lethal weapon. An agency also may not authorize the
use of or issue a permit for the use of a UAV for the surveillance of one private individual by
another private individual unless the agency obtains express, informed consent from one of the
following:

1.

The individual being surveilled; or

2. The owner of the real property on which the person being surveilled is present.®

4R.C.4561.62.
> R.C. 4561.60(B) and 4561.64(A), (B), and (D).
6 R.C.4561.63.
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Obtaining the data through discovery

Under the bill, a person accused of a crime that includes evidence gathered by a UAV may
obtain, via the subpoena and discovery process, information relating to that person acquired in
the course of surveillance of that person by the UAV. However, the person may not obtain
information related to the operational capabilities and technical conduct of the UAV.”

UAYVS and foreign adversaries

The bill establishes future limitations on a public entity purchasing, acquiring, and
operating an unmanned aerial vehicle system (UAVS) that is manufactured or assembled by a
country designated a “foreign adversary” by the Ohio Secretary of State. A public entity, for
purposes of the bill’s prohibitions, includes the state and all its political subdivisions.

Beginning 48 months after the bill’s effective date, the bill prohibits both of the following:

® A public entity from purchasing or otherwise acquiring a UAVS that is manufactured or
assembled by a foreign adversary; and

® A public entity from operating a UAVS manufactured or assembled by a foreign adversary
that is purchased on or after that future date. (A public entity may continue to operate
any UAVS that was purchased prior to that date for the useful life of that UAVS.)

Additionally, beginning 48 months after the bill’s effective date, the bill prohibits state
funds from being used in connection with a UAVS that was purchased on or after that date. Such
funding includes those awarded through a contract, grant, cooperative agreement, or that are
otherwise available. The bill’s purchase, operation, and state funding prohibitions do not apply,
however, if either federal law or regulations allow for the continued purchase and operation of
a UAVS or its component parts that were manufactured or assembled by a foreign adversary.®

Secretary of State registry

The bill directs the Secretary of State, beginning 48 months after the bill’s effective date,
to compile and update, at least once every six months, a registry of foreign adversary countries,
as well as persons who constitute a threat to agricultural production, critical infrastructure,
security, or military defense of Ohio or the U.S. The Secretary of State must consult certain
federal lists of persons and entities in creating the registry and may not include in the registry
any person not appearing on at least one of the enumerated federal lists. The registry must be
published on the Secretary of State’s website.’

Aeronautics

The bill includes specific references to several locations used for the landing and
takeoff of aircraft within Ohio Aeronautics Law. Specifically, it defines seaplane bases,

7 R.C. 4561.64(C).
8 R.C. 5501.84(A) to (C); Section 3.
R.C. 5501.84(D).
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heliports, vertiports, and spaceports, and specifies that the establishment, operation,
maintenance, repair, and improvement of seaplane bases, heliports, vertiports, and spaceports
is encompassed within the meaning of aviation. By doing so, the bill separates these aviation
facilities from the more general meaning of “airport,” which includes any location on land or
water that is used for the landing or takeoff of aircraft.1®

Additionally, the bill clarifies that the Ohio Department of Transportation (ODOT) must
issue a certificate of approval for any seaplane base, heliport, vertiport, or spaceport before it is
used for commercial purposes. Under current law, these facilities likely are already required to
obtain the certificate of approval, but as a kind of airport or landing area, rather than as their
more precise terms. The bill specifies that current laws applicable to ODOT’s approval process
for a commercial airport, landing field, and landing area apply to the approval process for the
additional aviation facilities. Those current laws, which likely already apply, include requirements
for filing complete plans for the facility, public access to the facility, information to be included
with rejected applications, and appeals processes.!?

The bill also changes an antiquated reference to the Civil Aeronautics Administration to
its current successor, the Federal Aviation Administration.2

Aviation facilities
The aviation facilities defined by the bill are as follows:

®  Seaplane base — a designated area of water used or intended to be used for the landing
and takeoff of seaplanes, including shore side access and any appurtenant buildings and
facilities.

®  Heliport — the area of land, water, or a structure that is used or intended to be used for
the landing and takeoff of helicopters, including any appurtenant buildings and facilities.

" Vertiport —the identifiable ground or elevated areas, including the facilities thereon, that
are designed to be used for the landing and takeoff of rotorcraft, tilt-rotor aircraft, or
other powered lift aircraft.

" Spaceport — any facility in Ohio at which space vehicles may be landed or launched,
including all facilities and support infrastructure related to the launch, landing, and
payload processing.!3

10R.C. 4561.01(A), (C), and (L) through (O).
11R.C.4561.11.

12R.C. 4561.11(D)(1).

13 R.C. 4561.01(L) through (O).
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